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Benchmarking Zeus Traffic Manager 

This  docu ment gives some advice on how to set up accurate, reproducible benchmarks, 

and how to configure Zeus Traffic Manager  for good performance.  It is intended for 

anyone who is considering running benchmark tests against a Zeus Traffic Manager  

system.  

Benchmarking Advice for the Impatient 

Hereôs some quick advice: 

1.  Enable Keepalives everywhere:  

¶ In the benchmark client software  

¶ In the Zeus Traffic Manager  virtual server connection management settings  

¶ In the Zeus Traffic Manager  pool connection management setti ngs  

¶ In the back -end server software.  

é unless you explicitly do not want to use Keepalives. 

2.  Test a configuration that is similar to the one you intend to use in production, and 

exercise it properly.  

Artificial tests like óHTTP accepts per secondô do not reveal the true performance of the 

system under test, as they can take advantage of fast -paths that cannot be used in a 

real deployment.  

Construct a test that truly exercises the Layer -7 processing capability of your load 

balancer, as that is what you wil l be using in practice.  

3.  For SSL tests, use a 1024 bit SSL key, unless you absolutely need to use a 2048 bit 

one.  

4.  Double -check that you have disabled:  

¶ Access Logging  

¶ IP Transparency  

¶ Content Compression  

¶ Service Protection Policy  

¶ Any request and respons e rules that are not required  

é unless you need explicitly them. 

5.  Use 'Round Robin' or 'Least Connections' for the load -balancing method.  

6.  Check the performance tunables on the system against the following document:  

http://knowledgehub.zeus.com/articles/2005/09/02/tuning_zxtm_for_maximum_performance  

7.  When running a benchmark, double and triple check where the bottleneck is.  If Zeus 

Traffic Manager  is no t running at 100% CPU, you are not stressing it hard enough and 

the test is insufficient.  óvmstat 3 ô is a good tool to use. 

http://knowledgehub.zeus.com/articles/2005/09/02/tuning_zxtm_for_maximum_performance
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Benchmarking Advice for the more Patient 

1 Design your test for ease of use 

Benchmarking is very  tedious.  Design your tests so that you can explore the performance 

envelopes easily and quickly, and so that your tests are repeatable:  

¶ Where ever possible, script your tests.  

If you are using software load generators like ApacheBench or ZeusBench, spend a 

little time building a scriptable test harness so that you can run your standard tests 

with different parameters and record the results.  

Additional frameworks can run your test scripts repeatedly with different parameters, 

making repeated tests much easier to conduct.  

¶ Save the scripts so t hat you can replay the tests  

Youôre almost certain to discover something several days in to a benchmarking activity 

that means you want to rerun some of your earlier tests.  

Keep the tests as simple as possible, so that you can easily determine what you are  

measuring, and can easily interpret the results.  Do not be too ambitious in your design!  

If you are using a sophisticated benchmarking tool like Spirent Avalanche or Mercury 

LoadRunner, investigate how you can archive test specifications and results.  

Do remember to take copious notes whenever you run a test.  Things that seem clear at 

the time are quickly forgotten in the deluge of numbers that follow after.  
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2 Choose your tests carefully 

The biggest benchmarking challenge is to choose the tests correctly s o that you measure 

what you want to measure, and you do like - for - like tests.  

The tests will vary depending on your goals:  

Real-World Benchmarks 

If you want to find the optimal configuration for a known real -world en vironment, try and 

replicate this  environ ment as simply as possible .  If necessary, construct  several different 

tests  to replicate the different scenarios in the environment . 

For example, r eal -world environments have slow, lossy networks with many clients and a 

wide range of request types and spe eds.  Trying to replicate all cases will result in a 

complex, hard to build  test where the results are hard to interpret.  

Rather then trying to replicate the entire range of clients, run several simple tests with 

each class of client ï for example, differe nt file sizes, requests types and network speeds.  

Determine the optimal configuration for each scenario, then chose a common configuration 

that works well for all of these scenarios.  

Comparative Benchmarks 

If you are performing comparative benchmarks agai nst a competing product, be aware 

that low - level tests do not play to Zeus Traffic Manager ôs strengths, and they do not give 

an accurate measurement of any productôs performance. 

In Zeus Traffic Manager , all traffic is processed at layer 7.  All HTTP reque sts and 

responses are disassembled, inspected and reassembled as they pass through the system.  

Any layer 7 tasks can then be  processed with ease.  

Many other load balancers have layer 4 fast paths which optimize their performance in 

simple óconnections-per -secondô benchmarks.  These benchmarks  do not give a true 

indication of performance in a real environment where layer -7 functionality must be used.  

For example, even something as simple as a session persistence mode  that adds a cookie 

into the response needs layer -7 functionality . 

So, if your expected deployment of the load balancer will use any  sort of layer -7 

processing, make sure that you set a level playing field by including layer -7 processing 

tasks in your benchmark.  A simple way to do this would be  to configure each load 

balancing device to add or rewrite an HTTP header in each request and response.  

Whatever your requirements, make sure that you use a configuration that is 

representative of the configuration you would use in a real -world deployment.   Many 

published benchmarks are misleading precisely because they do not, using 0 -byte files to 

measure HTTP connections -per -second, or 100Mb files to measure maximum throughput.   

Content Compression 

One of the most misleading sets of benchmarks relate  to  content compression.  

Compression performance depends critically on the nature of the data being compr essed.  

Beware  of over -inflated published figures that used files containing just ó*ô as the payload 

to be compressed!  
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3 Begin by sanity-testing the system with a back-to-back run 

Itôs important to ensure that your test setup is adequate.  Begin your testing with a back-

to -back test where you point your client directly at the server.  This will validate whether 

the system is correctly configured, and will hi ghlight any bottlenecks on the system.  

¶ Check the CPU usage of your clients.  

If your clients are running at 100%, this gives an upper bound on the maximum test 

performance.  You may not be able to reach the limits of the Zeus Traffic Manager  

system you will  benchmark in subsequent tests.  Consider adding more clients so that 

you have sufficient power to drive the test harder.  

¶ Check the CPU usage of your servers.  

If they are running at 100%, this also gives an upper bound on the maximum test 

performance.  Y ou may want to add more servers.  

Zeus Traffic Manager ôs application acceleration capabilities can squeeze extra 

performance out of a server, and Zeus Traffic Manager  allows you to run your test 

against a cluster of servers if you need additional server capac ity.  

¶ Check your network capacity.  

Run a back - to -back test that involves large file transfers (HTTP GETs for a 100Mb file 

for example) so that you can saturate the network.  Provided that neither your clients 

nor servers are maxed out (running at 100% CPU),  the network transfer rate you 

achieve should correspond to the networkôs capacity.   

For example, on a 1 Gbits network, you should be able to achieve about 960 to 980 

Mbits of HTTP traffic.  

Once you know where the bottleneck in your system is, and the max imum transactions 

you can expect, youôre ready to start testing Zeus Traffic Manager  thoroughly.  During the 

test, keep an eye on the CPU usage of Zeus Traffic Manager  ï if itôs not 100%, youôre not 

driving it hard enough!  

The óvmstatô tool (run óvmstat 3ô in a console window) is a lightweight way of monitoring 

CPU usage; your test should keep the Zeus Traffic Manager  idle time to 0%.  
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4 Use a ôsimultaneous usersõ-based test for quick results 

There are a number of different ways you can load up the system und er test:  

¶ Connection Rate tests issue connections at a fixed rate;  

¶ Bandwidth tests try to saturate a configured bandwidth amount;  

¶ Simultaneous Users tests create a set of óusersô who each issue one request at a time; 

¶ Variations include tests which create us ers at a fixed rate, each of which issue a 

number of requests in sequence.  

When trying to discover the maximum capacity of the system under test, you will need to 

decide on the parameters that control the connection rate, simultaneous users, etc ., in 

order  to determine the highest transaction -per -second rate the system can sustain.  

Connection Rate and Bandwidth tests  will  under -stress the system if they issue fewer 

requests than the systemôs capacity, and will greatly over -stress the system if they issue 

requests at a greater rate then the system can sustain:  

 

To get the maximum performance from the system, you have to determine the narrow 

ósweetspotô where it performs at its best. 

Simultaneous User - based tests  are a lot more forgiving and are less likely t o under -  or 

over -stress the system.  They will settle into issuing requests at precisely the rate the 

system can sustain:  

 

So, when exploring the performance envelope and experimenting with different 

configurations, use Simultaneous Users -based tests for more rapid, accurate, reproducible 

results.  

Note that ApacheBenchôs default mode of operation is like óSimultaneous Usersô.  The ïc 

concurrency flag controls the number of users, each of which issue requests repeatedly.  

Achieved TPS against Request Rate

0

200

400

600

800

1000

1200

1400

0 200 400 600 800 1000 1200 1400 1600

Request Rate

R
e
s
p

o
n

s
e
 R

a
te

 (
T

P
S

)

Achieved TPS against Simultaneous Users

0

200

400

600

800

1000

1200

0 100 200 300 400 500 600 700

Simultaneous Users

R
e
s
p

o
n

s
e
 R

a
te

 (
T

P
S

)



  

 

B e n c h m a r k i n g  Z e u s  Tr a f f i c  M a n a g e r 

P A G E  8  O F  1 6  Zeus.  Why wait... 

5 Understand the use of HTTP Keepalives 

There are a lot of misconceptions surrounding HTTP keepalives.  Keepalives give a 

significant performance benefit (between 60% and 150% depending on circumstances), 

but conventional wisdom is to disable them on thread -or -process based servers like 

Apach e.  

 

 

¶ Server -side Keepalives ( Zeus Traffic Manager  Pool Configuration)  

Zeus Traffic Manager  maintains a small pool of very active keepalive connections to 

the local servers.  It is safe and highly beneficial to use keepalives to the servers ï 

configure your Zeus Traffic Manager  HTTP pools to use Keepalives (in the Connection 

Management section of the configuration), and your benchmark servers.  Because of 

the way that Zeus Traffic Manager  functions, it avoids the detrimental circumstances 

that cause Apac he or similar servers to underperform.  

¶ Client -side Keepalives ( Zeus Traffic Manager  Virtual Server Configuration)  

You should always enable client -side keepalives in a real -world configuration of Zeus 

Traffic Manager .  This results in better response times and higher performance, and 

Zeus Traffic Manager  does not suffer from the well documented Keepalive scalability 

problems that affect servers like Apache.  

Therefore, you should enable client -side keepalives on your Zeus Traffic Manager  

Virtual Server config uration, and configure your test clients to use keepalives.  
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6 Disable functionality you do not need 

Access Logging, Service Protection Policies, Content Compression and IP Transparency can 

all have a detrimental effect on performance.   Disable these feature s unless they are 

required in the test.  

On the other hand, content caching will dramatically improve the test results you get!  

In practice, it is best to begin with the default configuration (a new virtual server and pool, 

and the defaults restored on the global settings page) and then step by step, apply the 

configuration you need for your service (such as TrafficScript rules).  Once you have a 

working basic service, use the configuration backup to archive it before you start 

experimenting.  

Once you start  to experiment with performance tweaks, you can use the configuration 

backup tools to compare your running configuration with the backed up one.  

This practice helps to avoid common mistakes, such as accidentally configuring a feature 

and then forgetting to  remove it during benchmarking.  

On a related note, the óRound Robinô and óLeast Connectionsô load-balancing methods are 

the quickest (though there is not much in it).  If all your back -end servers are identical, 

use Round Robin; if they differ in capacity,  use óLeast Connectionsô. 

7 Be aware of the effects of slow networks 

Slow networks have a dramatic effect on the performance of thread or process based 

servers like Apache.  

 

If you wish to measure the acceleration capabilities of Zeus Traffic Manager  with these 

servers, itôs essential that you include a means of adding network latency into your test 

system.  Zeusô tests have used a Linux gateway machine with the Netem kernel module to 

apply a range of network latencies.  

For more in formation, look out Zeusô óApache Accelerationô whitepaper at 

http://www.zeus.com/ . 
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8 Understand how SSL works 

Zeus Traffic Manager  is particularly strong at decrypting and encrypting SSL traffic, but it 

is easy to misconf igure an SSL test and get inaccurate results.  

¶ Know your key size  and ciphers  

The size of the RSA key in the public/private certificate will govern the rate at which 

Zeus Traffic Manager  can decrypt SSL traffic.  

The majority of public benchmarks and perform ance figures use 1024 bit keys.  These 

are sufficiently strong for public SSL sessions.  Higher strength keys are used in 

environments where a compromise would be devastating ï certificate authorities use 

2048 or 4096 bit root keys for example.  

A larger ke y will reduce the SSL performance.  Tests indicate that a 2048 bit key gives 

about 25% the performance of a 1024 bit one.  

An SSL session can select which ciphers to use.  All SSL clients support the standard 

128 -bit RC4 -MD5 cipher.  If you can configure th e cipher your client software uses, 

select this one.  

¶ Understand SSL Session Reuse  

An SSL client can reuse an already -established SSL session.  This gives enormous 

performance improvements ï up to 10 times the transactions -per -second.  Real -world 

web browse r clients always reuse sessions whenever possible.  

In the simple SSL performance test, disable session reuse in your client test system, 

and disable Zeus Traffic Manager ôs external SSL session ID cache in the Global 

Settings part of the configuration.  

If y ou do wish to test the effects of session reuse, be aware that proportion of 

connections that reuse a session ID will affect the performance figures you get.  You 

will need to fix this proportion in order to get stable, reproducible figures, and you may 

need to size Zeus Traffic Manager ôs external SSL session ID cache accordingly. 

In a recent test using Spirent clients, a óconnection rate testô was used that had no 

control over session reuse.  As the connection rate and response time increased, the 

client s oftware prioritized  new SSL connections over established SSL sessions, so fewer 

SSL session IDs were reused.  This gave inconsistent, useless results!  
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9 Instrument and Monitor your Tests 

Zeus Traffic Manager  has very capable visualization  tools in the web -based UI.  You can 

easily monitor a wide range of values, and this is very useful when determining whether a 

test is functioning as expected or not.  

¶ Keepalive Reuse  

Use the activity monitor to graph the rate of connections to several of your nodes.  

Compare  the number of new connections against the number of connections that reuse 

an existing keepalive connection.  

This will confirm whether server -side connections are being used or not.  

You can do similar checks for client side keepalive connections.  

¶ SSL Sess ion ID reuse  

Likewise, in an SSL test, you can chart the number of transactions per second the 

Zeus Traffic Manager  performed, and compare this with figures on RSA operations per 

second (i.e., full SSL handshakes), SSL session ID cache hits and SSL session  ID cache 

misses.  

Zeus Traffic Manager ôs monitoring performs a useful sanity check, but it also reduces the 

performance of the system by a noticeable  amount.  For final, top -end performance figures  

do not interactively monitor the performance of the Zeus T raffic Manager  system.  Before 

any final tests, log on to the Zeus Traffic Manager  system and issue the command 

ókillall miniperl ô to safely terminate any data collection processes. 

You can safely run a command like óvmstat 3 ô on the Zeus Traffic Manager  system during 

a test to monitor the CPU user, system and idle time.  This has min imal impact on the 

performance and give s a useful indication as to whether or not the Zeus Traffic Manager  

system is maxed out (idle time should be 0%).  
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10 Finding out more information 

The Zeus Traffic Manager  KnowledgeHub contains a range of information about 

performance tuning a Zeus Traffic Manager  system.  

Begin by visiting http://knowledgehub.zeus.com/  and search for óperformance tuningô. 

 

Youôll find a range of articles1, 2, 3, 4 that give general performance tuning tips, and tips that 

are specific to particular operating systems and environments.  

Take a browse round the product information, white papers and analyst reports published 

on http://www.zeus.com/ .  There are many benchmark figures and performance reports 

that will help you to better understand the discipline of system benchmarking.  

                                                

1 http://knowledgehub.zeus.com/articles/2005/09/02/tuning_zxtm_for_maximum_performance   
2 http://knowledgehub.zeus.com/faqs/2009/04/29/tuning_linux_networking   
3 http://knowledgehub.zeus.com/faqs/2006/07/11/i_m_running_freebsd_d o_you_have_any_opti_1  
4 http://knowledgehub.zeus.com/faqs/2005/07/01/zxtm_performance_tuning   

http://knowledgehub.zeus.com/
http://www.zeus.com/
http://knowledgehub.zeus.com/articles/2005/09/02/tuning_zxtm_for_maximum_performance
http://knowledgehub.zeus.com/faqs/2009/04/29/tuning_linux_networking
http://knowledgehub.zeus.com/faqs/2006/07/11/i_m_running_freebsd_do_you_have_any_opti_1
http://knowledgehub.zeus.com/faqs/2005/07/01/zxtm_performance_tuning
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Troubleshooting 

If your benchmark test is not giving you the figur es you expect, check the following:  

1.  CPU usage on the clients, servers and Zeus Traffic Manager  system  

The Zeus Traffic Manager  system should be at, or near 100% utilization.  

If your client or server machines are fully utilized, they will place an upper limit on the 

performance you can achieve, and you will need to add further clients or servers to 

improve the benchmark figures.  

2.  I nternal client or server limits  

Some servers have internal performance limits that they cannot exceed, even if there 

is spare C PU capacity.  For example, many process or thread -based servers like Apache 

or WebLogic have a maximum limit on the concurrency that they can sustain.  

In this case, the only solution is to deploy more servers.  

If you are running a cluster of back -end serve rs, you can verify if this effect is limiting 

your performance by removing one or more back -end servers from the cluster.  If the 

performance you achieve drops accordingly, then the servers are the limiting factor 

and you will need to add more to get bette r utilization of the Zeus Traffic Manager . 

3.  Network Utilization  

Is it within the limits you expect?  

Importantly, sometimes network devices may negotiate speeds lower than their states 

maximum.  On a Linux server, you can use ethtool  to query the state of an  interface; 

many switches have a management interface to do the same.  Verify that the interface 

has negotiated to full duplex at the expected speed.  

4.  Concurrency  

Try slowly raising the concurrency figures you use for the test; you should observe a 

performa nce graph like to one described in the ñSimultaneous Users testsò above. 

5.  Tuning  

Review the tuning settings described on the KnowledgeHub, and review the system log 

(dmesg) on the Zeus Traffic Manager  system.  Although the Linux kernel self - tunes 

itself wel l, it may still run out of various kernel resources and these problems will be 

reported in the system log.  It is generally possible to tune the kernel manually to 

allocate the required resources.  
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Recommended Hardware Configuration 

This document is based largely on experience of performance benchmarking Zeus Traffic 

Manager  Appliances and Zeus Traffic Manager  software on a Linux platform.  

At very high traffic rates, the bandwidth of the internal bus imposes limitations on the 

performance of the entire syst em, and adding additional CPU power will not give 

proportionately better performance.  

 Example Benchmark Configuration 

A bespoke benchmark configuration may use a tool like ApacheBench, httperf or 

ZeusBench 5 to generate load, and a back -end server like Apa che or Zeus Web Server.  

As a rule of thumb, you will need at least three times as much client processing power 

when using ApacheBench, and three times as much server power when using Apache Web 

Server, compared to the processing power available to the Zeus  Traffic Manager  system.  

So, if you run Zeus Traffic Manager  on a dual -processor server, you will need at least three 

similar servers for the client, and three such servers for the server software to be sure that 

you can provide enough load for the Zeus Tr affic Manager . 

 

This is just a guideline; the hardware required depends on many factors.  

Tests with ZeusBench in place of ApacheBench and Zeus Web Server in place of Apache 

Web Server can often work adequately with two client and two server machines, alt hough 

three is recommended.  

Overcoming the 1Gbits/s barrier 

Gigabit networking is the most commonly deployed high -performance networking 

infrastructure, but a simple test can easily generate more than 1Gbit/s of network traffic.  

In this case, the network limits the performance figures that can be achieved.  

If  you haven ôt got 10Gb E interfaces, You can overcome this li mitation by using  multiple 

gigabit interfaces  on the Zeus Traffic Manager  system .  For example, the diagram below 

                                                

5 http://knowledgehub.zeus.com/articles/2009/03/26/introducing_zeusbench   

http://knowledgehub.zeus.com/articles/2009/03/26/introducing_zeusbench
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shows a configuration with four separate gigabit networks (running on 11.X.X.X, 12.X.X.X, 

13.X.X.X, 14.X.X.X) that was used with Spirent Avalanc he test equipment.  

 

 

Each network ran in full -duplex mode, so it was theoretically possible to get 4Gbit/s of 

traffic from the Avalanches, through Zeus Traffic Manager  to the Reflectors, and then back 

again through the Zeus Traffic Manager  to the Avalanc hes.  


