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Zeus Traffic Manager is an Application Delivery Controller (ADC), assuring rapid, fault -tolerant and
secure delivery of networked applications. It provides a wide range of features, including server

offload (SSL, compression, XML), bandwidth shaping, ra te shaping and caching, as well as full traffic
inspection and manipulation.

W hat are JavaT M Extensions?

JavaE Extensions let an application administrator create very sophisticated traffic management
rules and deploy them in a single location, at the entry point to the application infrastructure.
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No matter how complex your app lication infrastructure is, Zeus Traffic Manager gives you

a single point of deployment for traffic management rules.
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Three key answers

1. Where do | deploy my traffic management code?

Java Extensions give a solution to t he common problem of d&édwhere do | depl c

complex web -based service, built from static content servers, .NET, PHP and Java services and
applications generating data feeds such as RSS.

Now imagine the challenge of deploying a consistent authentication policy for this service, securing
and authenticating every request against user data in a permissions database. Creating and
maintaining consistent code across all of the application components would be a mammoth task.

With Java Extensions, you can deploy the authentication rule in one location T the point of entry for
the service 1 and ensure that the policy is appl ied to every single transaction no matter what part of
the back -end application infrastructure handles the request.

2.W hat can | do with my traffic management code?

Simple if -then -else policies in an ADC are a good way to perform straightforward traffic control, but
they lack the rich capabilities of programming and scripting languages to create more sophisticated

rules. Exampl es of policy systems include the Zeus Traffic Manager RuleBuilder rules and
Net scal erds AppExpert policies.

Built -in programming languages , such as the Zeus Traffic Manager TrafficScript and F50-basetl CL
iRules, offer much more sophistication. They are specifically designed for the task of managing and

controlling traffic within the ADC, but they do not provide the wealth of functionality of a general
purpose programming language.

The Zeus Traffic Manager Java Extensions give the application administrato r freedom to use the
enormous body of proven, reusable Java libraries, rather than being limited by the functionality of a
specialized traffic management language.

For example, a Java Extension could use the image manipulation libraries in the standard JRE (Java
Runtime Environment) to add visible watermarks to all outgoing image traffic, or the XML signing
libraries to verify the integrity and origin of all incoming XML traffic.

3.W ho can write my traffic management code?

Support for an industry standard language such as Java makes the application delivery platform
easily accessible to the application team.

Java Extensions use the well -understood Java Servlet specification, so the technology will be
immediately familiar to any application developer with e xperience in building web  -based Java
applications. Java Extensions can be coded and debugged from standard development
environments like Eclipse, NetBeans, JDeveloper or IntellilJ. The Zeus software architecture makes it
possible to create dedicated devel opment environments without additional hardware.

An application development team can now take ownership of the entire application infrastructure,
including front -end load balancing and application delivery, making traffic management policies part
of their build, test and deployment p rocess for application releases.
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Example Solutions

Content W atermarking
Java Extensions can inspect and manipulate many sorts of outgoing traffic.

For example, an extension could intercept outgoing PDF documents and images and apply a visible
watermark identifying the remote user, IP address, time and date. This watermark could be

uniquely generated for each transaction and would serve to discourage unauthorized content

sharing.

Authentication, Authorization and Access Control

Because the Zeus Traffic Manager is the single point of entry for a se
apply access control policies.

A Java Extension could be used to impose sophisticated access control policies, backed up by user
data in an LDAP, Radius , TACACS+, Active Directory or other database. Requests to access
resources can be checked against the permissions database, and access control decisions may be
cached locally to improve performance.

Single-sign-on Gateway

The Zeus Traffic Manager  Java E xtensions can be used to implement complex logic at the point of
entry for a compound application.

A web service or portal may be constructed from many different back -end applications or services,
each of which uses different authentication methods, URLS, domains and other parameters. Java
Extensions are one  way to create the necessary logic to broker, authenticate and translate requests
between remote clients and the different back -end applications and services.

Application Mash-ups

Java Extensions can ¢ ommunicate with external services, such as SOA applications, web services,
file stores and RSS and other data feeds.

This makes it possible to-ulpwi ladkbpd om@mtéexnédmdsmend mul ti pl
Even if a remove service uses a propriet ary protocol, Java Extensions can communicate with raw
sockets to interface with these applications.

XML Signature Verification and Generation

Acting as a security gateway, a Java Extension could draw on the XML class libraries (JSR105) to
verify and stri p signatures from incoming XML data, or replace signatures with locally generated
ones to indicate that a document has passed initial checking at the gateway.
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Transaction logging and alerting
Java Extensions can access and log to remote services, such as a MySQL database.

For example, an extension could detect key transactions on a web service, or it could monitor trends
in access to the service. It could then log this information to a database for record keeping or
offline analysis.

When a key event occ  urs, an extension could raise an alert, reconfigure Zeus Traffic Manager via the
Control API or perform other custom actions as appropriate.

Complex Request Routing

Java Extensions can be used to implement sophisticated request routing policies, perhaps b ased on
location data, URL hash values or real -time information retrieved from an external database or
service. A Java Extension could query an external GeolP service and issue a redirect to force the

remote usertore -request the resource from a more loc al service.
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How do Java Extensions work?

Java Extensions use a modified version of the standard Java Servlet APl. The Java Servlet APl is a

standard method to write web applications and is a good
Java Extensions run in a  dedicated Java Virtual Machine (JVM), on the same server system as the
core ZXTM traffic management software. The JVM isolates t he Java Extensions from the Zeus Traffic
Manager kernel, so that extensions can safely perform operations such as database acce ss without
blocking or unduly interfering with the Zeus Traffic Manager kernel:
JavaV Extensions
engine
Invocation via TrafficScript: Invocation of Javd Extensions
java.run ("Rule name"); with lightweight TrafficScript or
RuleBuildeM and RuleBuilder wrapper
TrafficScriptV
rules engine Wrapper

e )

Zeus Traffic Manager
Highperformance
traffic management kernel

The Java Extensions engine can run multiple extensions concurrently (subject to a global limit), and
extensions can build up and store persistent data, spawn threads for ba ckground processing tasks
and perform all manner of blocking operations, subject to configured connection timeouts. The

engine supports remote debugging and hot code patching so that running extensions can be
debugged and updated on  -the -fly.
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5 Thread [Management thread] (Runring) #F
»® Thread [main] (Running)

serialVersionUIID : long
© a doGet(HttpServieRequest, HttnServletRe
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import javax.servlet.http.HttpServletReguest;
import javax.serviet.nttp.HrtpServletResponse:

import com,zeus.zXIMServiec.ZXIMHttpServietResponse;

public class WaterMark extends EtcpServiet {
private statie final long serizlVersionUID = 1L:

e public void doBet( HttpServletRequest req, HttpServletResponse res )
throws ServletException, IOException
try {
ZXTHHttpServletResponse zres = (ZKIMHttpServletResponse) res;

String ct = zres.getHeader( "Content-Type” ):
if( ct == null || ! et.startsWich( "image/" ) ) return:

InputStream is = zres.getInputStream();
Bufferedimage img = ImageIO.rsad( is );

ColorSpace cs = ColerSpace.gstinstance (ColorSpace.CS LINEAR RGE);
ColorConversOp op = new ColorConversOp(cs, null);

img = op.filter(img, null);

Grapnics2D g = (Graphics2D)img.getGraphics()?
int width = img.gewWideh();
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Debugging a Java Extension in the Eclipse IDE
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Getting Started
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If you would like  to find out more, visit the Zeus KnowledgeHub, at  http://knowledgehub.zeus.com/

There, youol!l find a
Zeus Traffic Manager TrafficScript and Java
application delivery challenges.

gr owi ng b edshowiodyouchondye 8ceamysdtes and
Extensions to build innovative solutions to your
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