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Introduction

AThe aver age muedrporatioralosesonmeeithan 1 million hours of productivity
because of applications failure. Depending on the industry, each hour of downtime can cost
businesses £3 million or more ot

AEach hour of application downti me cost of$800,600bune 1000
according to nearly one  -third of respondents at companies that track the business cost and

impact &

However you measure it, the cost of application downtime can be very high for many
organizations. For organizations that provide applications and services over the Internet,
the probability of downtime is even higher.

There are two commonly used techniques to minimize the chance of a failure causing
downtime in network -based applications. These are Server Load Balancing and Global
Server Load Balancing .

Server Load Balancing within a Datacenter

Techniques like server load balancing and clustering are often used within a datacenter to

build clusters of fault  -tolerant, scalable applications. These clusters are resilient to isolated
failures 1 for example, a server machine developing a hardware fault 7 and they allow the
administrator to add more capacity to his application when required.

However, a clustered, fault -tolerant application running in a single datacenter is still
vulnerable to downtim  e:

e The application may fail because of a single, critical point of failure such as a database
or SAN, or it may fail because of administrator error

e The datacenter may be disrupted due to a catastrophic natural or man -made disaster i
power failure because o  f rolling blackouts, maintenance errors or even terrorist attack

e The datacenter may become unavailable because of a denial -of - service attack mounted
against a different service running in that datacenter, or because of a failure in its local
internet conne  ctivity.

Organizations who wish to protect against these risks often choose to deploy a Global
Server Load Balancing solution which routes application traffic to multiple distinct
datacenters and removes the single point of failure.

Global Server Load Baleing between Datacenters

Global Server Load Balancing (GSLB) systems manage how clients are connected to a
datacenter, when a service is hosted in multiple distinct datacenters.

YYankee Gr oup, Avyercoming 2A0p0p6l ,i cfaQ i ons | gnor ance: New Services to

2 mvalent Market Survey T Challenges and Priorities for Fortune 1000 companies
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e In an Active -Passive configuration, one datacenter is nominated the active on e for
each service. The other datacenters are idle for that service. If the active datacenter
becomes unavailable, one of the passive datacenters becomes active and all clients are
directed to it.

e In an Active -Active configuration, all datacenters are us ed and clients are load -
balanced between them based on datacenter performance and proximity.

The primary purpose of a GSLB system is Business Continuity - to ensure that services
are always available, even when one or more service locations (datacenters) becomes
unavailable.

A second purpose of GSLB is to Improve Customer Experience - to load -balance each
user to the best datacenter from a choice of several. The choice can be based on
datacenter performance and proximity, so that clients are directed to t he datacenter that is
closest and is performing the best. This way, the client gets the best possible level of

service.

A GSLB device can direct users to the closest datacenter for best levels of service
Who might use a Global Server Load Balancingtswi@

A GSLB solution is relevant to any organization:

1. who provides or depends on an internet -based service, such as a public  -facing web
site, or a network  -based application for internal use

2. who cannot countenance service failure, whether this results in | ost productivity, lost
revenue or lost customers

3. who wishes to establish an advantageous SLA (Service Level Agreement) with its users
or customers, providing them with a superior and competitive level of service.

This white paper discusses the implementati on details of a DNS -based Global Server Load
Balancing solution, with particular reference to the Zeus GLB product.
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